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 Evolved form nineties NETX and gnu plugin

 ITW firstly presented on Fosdem in 2012

 opensource and independent java browser plugin  and javaws client
● attempting to run on most jdks/vms

● 1.5 supports jdk 6, 7, 8 (, 9)
● head >=7

 http://icedtea.classpath.org/wiki/IcedTea-Web

 http://icedtea.classpath.org/hg/icedtea-web

What is IcedTea-Web

http://icedtea.classpath.org/wiki/IcedTea-Web
http://icedtea.classpath.org/hg/icedtea-web
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 previous releases were moreover focused to
● internal refactorings

● the evolution was complicated
● and people working on time quite unstable

● internal fixes
● “working with Oracle one not with ITW”
● ...empty codebase?

● internal bug fixes
● be feature compliant with specification and/or Oracle  

implementation

 We are not and we probably never will be
● no one seems to be missing missing features

● which can mean more then just they are not needed
● the pilot implementation is also not specification compliant

 Finally the count of “incompatible” bugs is dropping

Missing features and previous updates
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 java sandbox (security manager), although hacked in past, is good

 much bigger security threat is user clicking “yes” until run

 Oracle security settings:
● medium - all applets will be run after security prompt
● high (minimum recommended) - only applets signed by trusted 

authority will be run
● very high - only applets signed with a valid certificate are 

allowed to run

● It is to easy to do self-signed app!
● in addition, ITW have 

● low security - even unsigned applets are run 
without asking

● disable - no java plugin will run

 disabling of plugins should be (is) browser's work - but not all have

 nor medium nor high do not prevent against “yes yes run” issue

Security vulnerabilities and applet 
security level/new manifest attributes
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 Permissions

 Codebase 

 Application-Name

 Trusted-Only

 Entry-Point - still missing in ITW

 Caller-Allowable  - still missing in ITW

 Trusted-Library  - still missing in ITW

 moreover can be waived by user

 over clear security tightens -  still no prevention against “yes yes issue”

Security vulnerabilities and applet 
security level/new manifest attributes
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 Is dark...
● Oracle is not trusting their own sandbox
● Google is cutting down NPAPI
● hopefully, nobody is developing any new ones  (or somehow 

relying on them)

 But still, there is plenty good old applets!
● allow them run without new attributes
● allow them run outside browser
● allow them to be run offline
● and forbid (signed ones) them to do everything

Allow them to run at all

 So after years of torturing, there is finally time for some fun

Future of applets
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 When you install application from Google play, it simply tells: this app 
requires net, storage, settings, root (what? Not even user have root!) ... 
access 

● deal with it, or don't install it

 Java since beginning had the similar....
● unsigned - can not access sensitive resources (but may escape 

the sandbox)
● signed - can do all (deal with it or don't run it)

... but is capable of opposite

 Last steps in pilot implementation (new attributes and security levels) 
suggests that 

● unsigned applets - which can not harm you are no longer ... 
recommended.

● signed, which can .... - absolute victory of “yes yes run issue”

Android sandbox - just repeated mistake?
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 inverted approach - allow signed applications to do only what necessary
● why should my tic-tac-toe game be signed?
● if so, why it should access network and storage?

● ok, maybe storage is ok ....
● well written applications will work, with error dialogue and 

limited functionality
● wrong ones, or malicious ones, will fail

 http://icedtea.classpath.org/wiki/IcedTea-Web-Custom-Policies

 pitfalls
● consider java sandbox as unbreakable

● at least it is not easy to hack it
● custom permissions may need a lot of tuning on both ITW side 

and users' side
● dying policy tool – policy editor is getting full policy parser

Run in sandbox - inverted approach

http://icedtea.classpath.org/wiki/IcedTea-Web-Custom-Policies
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 Demo 1!
● See the new developer console in background!
● Signed x unsigned
● Javaws x browser
● Signed x signed in sandbox
● Signed x signed with custom permissions
● Good x bad apps
● Policyeditor x policytool

Run in sandbox - inverted approach
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Run in sandbox - inverted approach
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HTML switch

 The future of applets is still dark
● Google cutting down NPAPI
● long way to adapt ITW plugin to PPAPI

● probably not worthy (if possible at all - volunteers?)
● appletviwer do not support sandbox (and much more)

 javaws -html url [applet id]
● parse page and lunch applet(s)

● using regular applet sandbox
● javascript launchers

● can be solved by evaluating javascript first
● htmlunit or similar

● security impacts?
● java<->javascript communication

● can be faked, but never fully compatible
● not the target audience
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HTML switch

 Demo 2!
● See the new developer console in background O:)
● Single applet
● Selected applet
● All applets
● Multiple sandboxes

 Online demos:
● Future of applets: 

http://www.walter-fendt.de/ph14e/cpendula.htm
● Selected or all: 

http://www.w3.org/People/mimasa/test/object/java/clock
● Complex one:  

http://jogamp.org/deployment/jogamp-next/jogl-applet-runner
-newt-ElektronenMultiplizierer-napplet.html

http://www.walter-fendt.de/ph14e/cpendula.htm
http://www.w3.org/People/mimasa/test/object/java/clock
http://jogamp.org/deployment/jogamp-next/jogl-applet-runner-newt-ElektronenMultiplizierer-napplet.html
http://jogamp.org/deployment/jogamp-next/jogl-applet-runner-newt-ElektronenMultiplizierer-napplet.html
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HTML switch
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HTML switch
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Offline capabilities

 <offline-allowed>  and <shortcut online=””> tags are often misused 
or simply forgotten

 What about applets?

 What if I don't want to update my jnlp app?

 Offline detection   x  -Xoffline switch

 ITW tries to run any application or applet even if environment is offline 
 and/or machine is offline and/or offline-allowed is missing

 ITW may pretend it is offline by adding -Xoffline to javaws command
● offline capabilities are fully depending on cache
● it do not prevent client applications to use network
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Offline capabilities

 Demo 3!

 Online demos:
● You may still be watching new developer console in 

background
● Complex ones to watch the payload with/without -Xoffline: 

● http://jogamp.org/deployment/jogamp-next/jogl-applet-
runner-newt-ElektronenMultiplizierer-napplet.html

● http://www.sweethome3d.com/SweetHome3D.jnlp
● No network, see jnlp and applet to work 

● http://www.sweethome3d.com/SweetHome3D.jnlp
● http://www.walter-fendt.de/ph14e/cpendula.htm

● Not surprising heavy cache dependence

http://jogamp.org/deployment/jogamp-next/jogl-applet-runner-newt-ElektronenMultiplizierer-napplet.html
http://jogamp.org/deployment/jogamp-next/jogl-applet-runner-newt-ElektronenMultiplizierer-napplet.html
http://www.sweethome3d.com/SweetHome3D.jnlp
http://www.sweethome3d.com/SweetHome3D.jnlp
http://www.walter-fendt.de/ph14e/cpendula.htm
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Shortcuts

 Getting mixture of offline, sandbox and -html
● ITW can serve as secure (as java sandbox allows) desktop 

deployment environment

 Also applets/applications without <menu> or <desktop> shortcut 
elements may be “bookmarked”

 Advanced bookmark options should allow
● “Bookmark”any jnlp app or applet

● Desktop shortcut
● Menu shortcut

● Any applet
● In browser
● Via -html
● Via generated jnlp

 Handling of icons is not depending on cache

 Itweb-settings management tool will be needed
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Shortcuts

 Demo 4!
● Jnlp desktop & menu shortcuts

● http://www.arbores.ca/AnnuityCalc.jnlp
● http://www.sweethome3d.com/SweetHome3D.jnlp

● Applet desktop and menu shortcuts
● http://jogamp.org/deployment/jogamp-next/jogl-apple

t-runner-newt-gears-normal-napplet.html
● Browser
● -html
● Generated jnlp
● jnlphref

http://www.arbores.ca/AnnuityCalc.jnlp
http://www.sweethome3d.com/SweetHome3D.jnlp
http://jogamp.org/deployment/jogamp-next/jogl-applet-runner-newt-gears-normal-napplet.html
http://jogamp.org/deployment/jogamp-next/jogl-applet-runner-newt-gears-normal-napplet.html
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Shortcuts
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Shortcuts
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Community projects

 Translations
● CZ
● PL + DE

● With finally revisited and fixed documentation
● CZ, PL, and DE man pages, html and run-time docs

● Rumors about FR one

 ITW plugin for Windows
● No IE right now
● Still in beginnings, but on good way
● 11/9/2014 - 

http://mail.openjdk.java.net/pipermail/distro-pkg-dev/2014-
September/029509.html

 Awtless plugin
● Presented at Fosdem 2014
● Probably eternal fork :(

http://mail.openjdk.java.net/pipermail/distro-pkg-dev/2014-September/029509.html
http://mail.openjdk.java.net/pipermail/distro-pkg-dev/2014-September/029509.html
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JDK 9
 Currently ITW  works fine with jdk9

 We are not sure how ITW will survive modules

● ITW currently depends on few private fields and methods

● http://icedtea.classpath.org/hg/icedtea-web/rev/c6591d36d68a#l6.1

● patches posted upstream
● no positive reaction
● see “make life easier for general java plugin” thread
● http://mail.openjdk.java.net/pipermail/awt-dev/2014-May/0

07828.html
● unless public API is designed inside jdk9

● after several months still no full answer from Oracle (still the same 
thread, half year later)

● or jar compatibility kept

● ITW will be a bit doomed

 How will custom applications work on jdk9?

● modular application in javaws/plugin

● modular jdk and legacy jnlp-apps/applets

● modular javaws/plugin and legacy apps

● legacy javaws/plugin on modular JDK

 There is a lot of similar between JNLP specification and jigsaw.

● solution should be achievable

http://icedtea.classpath.org/hg/icedtea-web/rev/c6591d36d68a#l6.1
http://mail.openjdk.java.net/pipermail/awt-dev/2014-May/007828.html
http://mail.openjdk.java.net/pipermail/awt-dev/2014-May/007828.html
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Good live demo to try it all

  http://caff.de/applettest/Signed.html

 Questions? Opinions?

Feedback to http://devconf.cz/f/109
Slides in https://jvanek.fedorapeople.org/devconf/2015

http://caff.de/applettest/Signed.html
http://devconf.cz/f/109
https://jvanek.fedorapeople.org/devconf/2015
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